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Spyware bill aims to protect Net users
Stealth software collects data, can facilitate crime

By Mary Vandeveire
ARIZONA DAILY STAR
 
If  you regularly go on the Internet, you're being watched, warns Tucson legislator Jonathan Paton, who is
sponsoring a bill to protect the privacy of  Arizona computer users.
 
The average Internet user has at least 29 pieces of  "spyware" on his or her computer, said Paton, who is proposing
a law that would make the installation and misuse of  spyware a crime in the state.
 
The software, usually installed without the user's knowledge, tracks every move a computer user makes online and
can collect information such as user names, passwords, e-mail addresses and Social Security numbers. The
information can then be used to steal a computer user's money.
 
Other problems caused by spyware are annoyances but can jeopardize data security and slow down a computer's
processing time. These include adding "favorites" or stored Web site addresses to a computer and redirecting the
user to another search engine.
 
Paton said when he was campaigning last summer in Green Valley he met a former Army officer whose savings
and credit information were stolen online. The Internet was the man's window to the world after his wife died and
he lived alone.
 
But the Internet is a double-edged sword, Paton said in comments this week to a legislative panel, quoting
Friedrich Nietzsche, " 'When you look into an abyss, the abyss also looks into you.' "
 
"We don't always realize the world can use the Internet as a window into us," Paton, a Republican, said before the
House Commerce committee, which voted unanimously to endorse the measure, House Bill 2414. It goes next to
the full House for a vote and then on to the Senate.
 
Problems with spyware are growing at a faster pace than spam because people can actually make money using
spyware, said Mike Gardner, a lobbyist for Microsoft Corp. at the state Capitol. Criminals can use the technology to
whisk Internet consumers to competing retail sites and steal money from online financial accounts, he said.
 
Microsoft, which is developing an anti-spyware software, supports the Arizona legislation, which would give
enforcement authority to the Arizona Attorney General's Office, Internet service providers like Earthlink and AOL,
and individual computer owners.
 
Spyware legislation was enacted in California and Utah in 2004, and Arizona is among 20 states in the country
pursuing anti-spyware laws.
 
Federal lawmakers are considering similar legislation, which, if  passed, would complement state laws, Gardner said.
States also led the charge in writing laws against spammers, he said.
 
Tucsonans said a state law is needed to go after people installing and misusing spyware, but computer users also
should take responsibility for what's on their machines. Consumers can't depend on government or companies like
Microsoft, they said.
 
Ed Sloup, owner of  Presidio Computers, said downloading a free program will likely result in adding spyware to a
computer.
 
East Side retiree Roger Worfel said he likes going to a game site at www.pogo.com, but it may be opening him up



to spyware.
 
"It has all kinds of  solitaire. You win tokens and use the tokens to buy chances on drawings," said Worfel, 62. The
site is free, but users have to supply their e-mail addresses, Worfel said.
 
"All of  a sudden you start getting stuff. You never know what's contaminated. I guess I won't be going there
anymore," Worfel said, adding he wonders what's wrong with the people installing spyware. "I think that's pitiful."
 
Owen Johns, 23, said his computer was infected with spyware after he visited a music download site, Kazaa. Johns,
who works in the electronics department at Bookman's on Grant Road, said he had to reformat his computer to get
rid of  the spyware. He supports an anti-spyware law in Arizona.
 
"I think states across the country should look at this issue," Johns said. "It really is a new type of  invasion of
privacy. This can cause damage to your online identity."
 
Sloup also recommends that people stay away from sites "your mother wouldn't want you to go to."
 
That's another way computers can be compromised, Sloup said. Even if  the user does what's called a drive-by,
Sloup said, by visiting a porn site without clicking on anything, the visitor risks getting infected with spyware.
 
Maggie Golston, 34, owner of  Biblio, a Downtown bookstore, said regulating the use of  spyware is a good idea.
Spyware is a type of  surveillance that could limit a person's political and economic freedom, Golston said.
 
"We don't know what they're going to do with it," Golston said of  the data that is collected by spyware installers.
"If the states are ready to take it on, it's a start."
 
● Contact  reporter Mary Vandeveire at  mvandeveire@azstarnet.com or (602) 271-0623.
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